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Data Privacy Across the Township

All schools across New Trier Township, the state and country are 

facing the difficulty of being in compliance with the variety of data 

laws for both employees and students. 

▪ Like most schools, we have opportunities for improvement to 

ensure full compliance with many different data laws.

▪ Across the township, we have more opportunities for 

improvement than the other Districts with more resources, both 

financial and personnel. 
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Data Governance
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Student Data Privacy Laws

Federal
▪ FERPA - Family Educational Rights and Privacy Act
▪ COPPA - Children’s Online Privacy Protection Act
▪ IDEA - Individuals with Disabilities Act
▪ NSLA - National School Lunch Act
▪ PPRA - Protection of Pupil Rights Amendment
Illinois
▪ ISSRA - Illinois School Student Records Act
▪ NEW: SOPPA - Student Online Personal Protection Act
▪ Public Act 098-0610 - Teacher Certification and Licenses

4



RESPONSIBILITY  KINDNESS  HONESTY  RESPECT

Student Data Privacy Laws - FERPA

FERPA:
The Family Educational Rights and Privacy Act (FERPA) is a 

federal law that affords parents:

▪ the right to have access to their children’s education records, 

▪ the right to seek to have the records amended, and 

▪ the right to have some control over the disclosure of personally 

identifiable information from the education records. 
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Student Data Applications
▪ Current Student Data Applications/Systems
▪ Most common practices is Student Name and ID

− PowerSchool +
− Canvas 
− Directory +
− Google Apps for Education
− Testing / Assessment systems +

• NWEA - MAP
• AIMSWeb - Pearson
• CoGat, and others

− Instructional / Educational Applications (50+) 
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Employee Data Privacy Laws

To date, there is no single comprehensive data protection legislation 
in the United States. Instead, there are hundreds of laws enacted on 
both the federal and state levels that serve to protect the personal 
data of individuals, consumers, and employees. 

However, there are two main laws applicable to The Joseph Sears 
School employee:

Federal
▪ HIPAA - Health Insurance Portability and Accountability Act
Illinois
▪ NEW: PIPA - Illinois Personal Information Protection Act
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1. Names (full or last name 
and initial)

2. All geographical 
identifiers smaller than a 
state

3. Dates (other than year) 
directly related to an 
individual

4. Phone Numbers

5. Fax numbers

6. Email addresses

7. Social Security numbers

8. Medical record numbers

9. Health insurance 
beneficiary numbers

10. Account numbers

11. Certificate/license 
numbers

12. Vehicle identifiers 
(including serial numbers 
and license plate 
numbers)

13. Device identifiers and 
serial numbers

14. Web Uniform Resource 
Locators (URLs)

15. Internet Protocol (IP) 
address numbers

16. Biometric identifiers, 
including finger, retinal 
and voice prints

17. Full face photographic 
images and any 
comparable images

18. Any other unique 
identifying number, 
characteristic, or code 

Employee Data Protected - HIPAA
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Employee Data Applications

▪ Current Employee Data Applications/Systems
− Infinite Visions | Tyler Technologies
− Frontline Employee Management/AESOP
− PowerSchool
− Network Active Directory
− Google Apps for Education 
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Data Governance Training

As a District we are requiring training through Safe Schools:
▪ Identity Protection Act - 3 complete
▪ FERPA: Confidentiality of Records - 23 complete
▪ Other Courses Available to us through SafeSchools:

− CIPA: Compliance with the Children’s Internet Protection 
Act

− HIPPA Overview
− Online Safety Overviews for Students
− Password Security
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Current and Next Steps

As a District we are:
▪ Implementing systems and processes/procedures as currently 

designed and evaluating in preparation for an audit and 
recommendations. 

As a Township we are:
▪ Working together monthly on Data Governance - Tech Tuesday
▪ Engaging Glenn Stout from HALOCK Consulting for Audit
▪ Working toward the Trusted Learning Environment Seal from 

The Consortium for School Networking (CoSN) 
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https://www.halock.com/
https://trustedlearning.org/

